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Risk Balance Profile

Software Quality and V&V Program Guide
"FODORS"

Performm

Cmm

Sdmdule

COST RISK

FACTORS

sCHgDULg

RISK

FACTORS

( Schedule Pretmre RetolvQd

by $

( Repeat TeJting

( Chan$in 8 Requiremer_

( S/W Faulu Could Impel

Sy_em Te*tin i

( Late Problem Idemifi¢ttion

( Pc.pair and Repeat Testin 8

( Chtngin 8 Requirements

( S/W Faults Could Impact

System Testin 8

Program Title

Based on Trade-orb of gi_

Based on Trade-offs of Ri_

Based on Trade-offs of Risk t

( Schedule Premke

Resolvnd by $

( Repeat Tmun s

( Chansin$ Requiremems

( S/W F_lts Could Imp_

S_tem Teetinll/Schedule

( Late Problem

[deatiflcation

( Repair and Repe_ Teeing

( Changin $ Requiremer_

( S/W Faults CoukJ lmpac't

System Testin I

Nq_igible or until

Mttipttoe,Content
Mitilptio% Content
Mifiption_ Content

determined b}, user

determined by user

de_rmined by u_q"

( Schedule Prmmure Resolved by

$

( Repeat TemnJ

( Clumipns Req_ite_

( S/W Faults Could Impact

S ],'stem Tmin_

( Late Problem Identification

( Repair tad Repeat TestiN;

( Changing gequiremenU

( S/W Faults Could lmpe_

System Testin8

O'&D)

Mass Nesiigibie or small Ne$1igible or roll Neglisible ot small

Power NqJigible or small Negligible or urmJI Negligible or small Nesliipble or small

Medium/High Risk Tailored Approach Medium RiskVery High Rbk

Minimal QA/VA'V Program

Program Comtmmt

Software

Program

Contents

Program Comteat

_ .._,_cud 0r',,//o_ to

( T I -Accept Test (_l

w/o metrics)

( T2-Functional Test

(ptudftil)

aaulxai
( A ] -Hazards Analysis

( A2-S/W FMEA (if

Program Coatent

ZULtmX

( T I. Accept Tmtt (w/Me_c*,

good functional covefqge, &

wimewnt0

( T2-Full Functional Test (w/

Metrics)

( T3-Subsystem intesnttion Test

(Metrics)

( T4-Unit Tat (f_ll SW Day

Pregraa Coolest

Tats,
( T I-Aor.ept Test (w/

MetnrJ ,# Key Cr/tical

Fmc,om)

( T2oFunctiomi Test (w/

Metr_ca & gdO, Critical

FuncUons)

( T3-Subsystem integration

Test

Low Risk

Compl_ QA/V&V rrqFam

i

Pragrsm Comtem

R
E
S
!
D
U
A
L

P
E
R
F
O
R
M
A

N

applicable for critical

functions only)

oA
( None

( None

otaer
( None

Residual Risks

( RI- Lack of confiden¢,e in

acceptability of S/W to meet

system's needs-T I

( R2 - Unknown f_nctional

and system margins-T2

( R3 - Inconsistemt S/W

requiremen_ with respect to

the system's fuw=tional

requirements (FRD)-Q2

( R4 * lnoatrect design

_n_ionality-Q2

( P..5 • No resr_sion testing -

T5. M4

( R6 - S/W builds not

converging tO art acceptable

product - TS, M2

( R7 - Inputs tO S/W could

violate boundary comiitiom.

trigger non-tested pad_. etc.

- TS, Q2

( R8 - Poor Worknmnahip in

the so.ware product

(sl_hem code. un-

maintainable code, etc.) -

QI. Q3

( T4-Unit Test (basic SW

Dev Foldecs).

( TS-Fncmal Test Plan

_amm
( A l -Ha_Ju_ls Analysis

( A2-S/W FMEA (mt_al

f_miom)

9.6

( Qt-Confomum_ to S/W

Standards E Gmdelines

( Q2-RequiremenU Trace

( Q3-Basi¢ Technical Status

Reviews (TSI_) including

criticai desisn and _einct

code

( Q4-Light V&V role

(repon to Proj Mgr)

( QS-Requiremems Mst

(localconfig m81,)

( MI-Mininud S/W QA Plan

(WPA o_ly)

( M2-Confisuration

Manaze_em (Code &

version ¢omml)

( M3-Milestone Reviews

(CDR_ PDP.. )

( OI-Suppea Contractnc

Mst, (Atse_mment of

mtictl _'eu)

Raided Risks

Folders)

( TS-Formal Test Plan

6Ulxal
( A l-Hazards Analysis

( A2-S_77 FMEA

( A.3-Safety Amdysis (critical

isles)

( A4-COde A.,udysis (of cu"iticad

w/automated rapport)

O_

( Q l-Cooformance to S/W

Standards & Guidelines (QA

check/peer audit)

( Q2-Requirements Trace

( Q3-Defined Peer Revi¢,vs used

for TSIU

( Q4.geportmg to Center

Dwector)

( Q5-gequiremenu MS_ (mtce

C_L CCa)

( Q6-Operations Soflw_e QA k

V&V (critical fimctions updete._

only)

Related Manatement

( Ml-Full S.tW QA plan

( M2-Confis_ration Management

(Code & Version control)

( M3-Milestor.e Reviews (CDR.

PDK, etc )

( M4-1_sk Management progran_

(basic)

( M6-Project S/W Metn_

progntm (System/Acc P/FI_)

_ttt
( O l-Sul_en Convact_ M_.

( T I -.A.c_q)t Te_t (w/

Mstnc_ full fut_tio_d

ce_m-q_ &

witoemns)

( T2-FuU FunctioeaJ Te_

(./Meetcs)

( T3 -Subsystem

intelFetion Te_

C
E

R
!
S
K

K9 - Lateat S/W defe_ts

could c._y,m the systera to

fail or no¢ meet it'l

requirement_ TS. Q2, Q5

RI0 - Late awareness (or

lack of anlicipttion) of

schedule, performance, co_

tnd quality problems - TS,

QS, M2, M3

R 11 - Software safety

problem - A2, A.3

RI2 - Executing faulty

commands on • spacecraft -

QI, 02

R t 3 - Lack of robustness of

_unetiom mpponed by S/W

- Q3, QS, A4

RI4 - _AV tails in a harmful

manner - AI, A2

( gl- Lgk ofconfider_ in

acceptability of S/W to

meet _stem's need_TI

( R7 - Inlets to S/W could

violate boundary

conditiot_t, trisgef non-

tested paths, etc. - VS. Q2

( KS - Poor Worlmmmhip in

the soflwste producl

(spashett_ code. un-

maintmnable cede. etc ) -

QI, Q3

( R9 - Latom S/W defect.

could caute the system to

fail Or not me¢l it's

requirement- TS, Q2, Q5

( g I0 - Late aw_ee*u (or

lack of ami¢ipetion) of

!

_ line

(continuous u_ument )

O2.Miunon Operat_onl and

Command A.uauance 0vtOCA)

Resided Rbks

_. R7 - Inlmtl to ,_W could vmlate

boundary conditions, mimer

non-tesu_d path& etc - TS, Q2.

( R9 -Latent _' defects coutd

cauu_ the system to f_l o¢ not

meet it'srequiremente- TS. Q2.

QS

( R I I - Software safety problem -

A2. A3

( RI2 - Exncu_n 8 faulty

commands on s spacecraft - QI,

02

( RI3 - L_k of rob_stm_s of

(Mari_ / trend

tmdyeis)

( T4*Unit Test fullSW

Dev Foklen)

( TS-Formai Test Plan

6atlXtil

( A l-Haz_trds Amflysis

( A2-S/W FMEA

( A3-Stt'ety Amdysis

(Full)

( A.4-Cocte ANdysis

(Full)

( A5-S/W Fault Tree

AnaJysis

OA

( Q I -Conformance to

S/W Standerds &

Guidelines (QA critical

item audit)

( Q2-Requiremem_ Trace

(complete)

( Q3-S/W

uSed for TSR.s (w,

,ncreased co;,e_).

( Q_-w4v

w md_pend_m

reportmg to NASA HQ

( QS.RequiremenU Mgt

Once CM. CCB. tool,

. _l:r_ trac/unf3

Q6-O1x'ntions

So.rare QA & V&V

(increme.ud updates)

( MI-Full S/W QA Phm

( M2-Configxu_uon

Manol;ement (Full

co_ w/ .m.d_ory

o/ a tooO

( M3.Milestone Reviews

(CDR. PDR. ctc w_th

p_t,c,pa.on of

ir,_p_nd_nt r_v_*wers

( M4. Pto_cl Rj.k

Mtrmgemem p_sram

( M 5- [melp'_ed Support

of Fault Protecuoa

and'or Ftdore

Dete¢_on, l_latmn &

Recovery subsystem

( M6-Full Proje¢l

Sohwate Memcs

pto8tm

Other
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Risk Balance Profile

Software Quality and V&V Program Guide

"FODORS"

Program

Program

Content

R

E

S

I

D

U

A

L

P

E

R

F

O

R

M

A

N

C

E

R

1

S

K

Minimal (_V&V Program {Ver_ High Risk)

Program Comem

IU._U

T1-Accept Test _ess/fail w/o metrics)

T2-Functiorml Test (pasgfitil)

A I-Hazards Analysis

A.2-S/'W FMEA (if applicable for critical functions only)

OA

None

RelatedMananement

None

O_er

None

Residual Risks (Missing Content)

I- Lack of conlidcnce in acceptability of S/W to meet system's nc_ls-TI +

2 - Unknown functional and system n_cgim-T2+

3 - Inconsistent S/W requirements with respect to the system's functional

requirements (FRD)-Q2

4 - Incorrect design functionality-Q2

5 - No regression testing -TS, M4

6 - S/W builds not converging to an acceptable product - T5, M2

7 - Inputs to S/W could violate boundary conditions, trigger non-tested

paths, etc - TS,Q2

8 - Poor Workma_hip in the software product (spaghetti code, tin-

maintainable code, etc.) - QI, Q3

9 - Latent S/W defects could cause the system to fail or not meet it's

requirements- TS, Q2, Q5

10 - Late awareness (or lack of anticipation) of schedule, performance, cost

and quality problems - T5, Q5, M2, M3

I 1 - Soltware safety problem - A2+, A3

12 - Executing faulty commands on a spacecraft - QI, O2

13 - Lack of robustness of fimctions supported by S/W - Q3, Q5, A4

t4 - S/W fails in a harmfid manner - A[+, A2+

15 - H/W and system failures compounded by inappropriate S/W respouses -

Q5, M4

16 - Mi_mg, wrong or extra software requirements -Q2, Q3, QS, M2

17 - Working with out of date requirements - Q2, Q3, Q5, M2

18 - Failure to identify critical QA and V&V processesfog S/W - T|+, T2+,

A2÷

19 - Failure to identify criUcai contractor monitor points - M2, M3, O l

20 - Can't identify changestmp_ts (COSt,schedule,functionality, etc.) - M2

21 - Project progressing to the next phase of development before it is ready -

MI, M3

22 - Non-standard documentation and source code - M1, M2

23 - Unable to effectively add personnel to an "in progress" project - TS,

MI

24 - Unable to make enhancements and changes to the S/W - QI, Q2, M2

25 - Un-reusable S/W products - Q2

26 - Choosing the wron_laigh ask contractortodevelop software - M4, OI

27 - Receiving wrong RFP responses with respect to SAV - MI, M2

28 - Encountering a SAV error that wasn't teSted - MI, M4

29 - Uploading faul_ soltware to a spacecrtfl alt_ launch - TS, M2, 02

V22FODORS.DOC

10/21/98

Tailored Approach

program Content

As Sel_ctetl (Tailored to

ResidualRisks

Appropriate $_,_ of

Residual Rt_k l_e

Rela_g to Selected

ProlD'amCoMent

Compe_ Q_V&V r_tra" (L,. _k?

Program Comtemt

Tm_m

TI-Accept Test(w/Me_6cs, f_ll f'mctio_l coverage,

& wime,._amg)

T2-Fnll FunctionalTest (w/ Metrics)

T3-Subsystem integratic_ Test (M_ncs / Ireod

analysis)

T,l-Unit Test full SW l_v Folders)

TS-Formal Test Plan

An*l*s_

A 1-Hazards Analysis

A2-S/W F/vlEA

A3-Safety Analysis (Full)

A4-COde Analysis (Full)

AS-S/W Fault Tree Amdyals

OA

Q I--Conformance to S/W Standards & Guidelines

(QA critical itmn audit)

Q2-Requirements Trace (complete)

Q3-S/W Inspections(NASA) used for TSKs (w/

increased coverage).

Q4-IV&V w/independent reporting to NASA HQ

QS-Requtrements Mgt.(traceCM, CCB,.tool,.

volatility tracking)

Q6-Operations Software QA & V&V (incremental

updates)

Related Manaeement

MI-FullSAV QA Plan

M2-Conliguration Management (Full coverage w,

mandatory use of a tool)

M3-1_lestone Reviews (CDR, PDR, etc. with

participation of independent rev#ewers m_ldatoO_ )

M4-Projeet Risk Managemem prolpmn

MS-Integrated Support of Fault Protection and/or

Failure Det_tion, Isolatiou & Recovery mbsystcms

M6-Fnll Project Software Metrics program

O I-Support Contractor Mgt. (continuous asses._ment

w/RFP & SEB support from QA amdlV&Vroles)

O2-Mission Olgratious and Command A._urancc

(MOCA?

Residual Rblu (M_t_ialgCmtett)

28 - Encountering a S/W error that wasn't tested (i.e.,

can't test everything in a complex software product) -

MI÷, M4+

29 - Uploadingfaulty software to a spacecraftafter

launch- TS÷, M2+. 02+



M

I

T

I

G

A

T

!

O

N

S

Mittllatio_ (l_k i_lumiou)

I - Use of an Amomatic Code Oemmm(g3.2,24)

2 - Reusing high quality proven solbvat¢ products (req,, design, code, and/or

testcasesX1.7,8,9, !3,22,25)

3 - Using Rapid Prototypmg sg3ects of the sothvare sy_em(l '3,6,16)

4 - Simulation of software subsystem( 1,3, I0, ! 2,16,24 ,29)

5 - Embodding _ in the code (1,3,14,|6,17) ,'

6 - Lessons learned( 1,5, I0,18,19,20,21.22,26)

7 - Apply PACTS to critical funetiom,(I,3,6,9,10,29)

8 - Identify critical functioos(l'3,10.13.16.17,21,27.28)

9 - Establish volatility meffi_l,5,9.21.24,28)

10 - Use Complexity _1,4,7,8,28)

I I - Early training(8.9,16,22,233.4,29)

12 - Cross wainins(8,9,16.22,23,24,29)

13 - Do regression testing(| ,3,5,9,14,24,28)

14 - [nccntivize contractor(5,8,9,10,213.4,26)

15 - E.sh_lish reuse requiretmmts(l.6,8,9,13,20,223.4.253.8)

16 - Use TSR.s (in¢| auto code genXI,4,g,10,16,17,20,213.2,25,28)

17 - Insight review of contractor SEI 1ev¢1(8,10,19,21,22,26)

18 - Use EVA metrical0,20,26)

19 - Standard doctmamtation re.hats, regm_6,$,10,i6,20,21,22,23,24,25)

20 - Validation of auto code generator(5,6,7,8,9)

21 - Augmenting V&V with Formal Methods techniques (1,3,14.16,17, 28)

Note: + indicates that adding stronger content techniques of type could reduce this risk

M|thp,mm Mt_mm (rusk m_mem)

2 - Re_amstughq_ity _ _

(req, design,code,aad/ortestcam) (*)

6 - Lenom leaned (*)

7 - Apply PACTS to cn'tical functiom (29)

12 - Cross training (29)

t4 - Incontivize ¢ontracte¢ (')

15. Establish reuse reqwremem (2S)

21 - Ausm_tiall I_,sdifimmlV&V withFormal

Methoc_ tc,_niqu¢_ (formal _x_if_tic_, model

d_ldng. _ specifi¢_oos, and/or proofs) )

(28, *)

Note: * indicat¢_a geoeral riskreduclion
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